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https://github.com/ataudte
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https://www.linkedin.com/in/ataudte
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https://codeberg.org/ataudte
https://mastodns.net/@ataudte
https://mastodns.net/@ataudte

1. Where DNS Becomes A Security Signal

2. Real-Life Signals In DNS Traffic

3. From DNS Signals To Detection And Validation
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DNS - The Ignored Component

= DNS is foundational but rarely monitored
= Most security tools lack DNS specific visibility

= Logs alone do not create visibility
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What Hides In DNS Traffic

= Active threats ( exfiltration, C&C, DGA, tunneling, phishing, etc. )

= Early warning signals ( reconnaissance, staging, pre-positioning, DGA ramp-up, etc. )
= Volume attacks and stress patterns ( floods, spikes, etc. )

= Operational issues ( misconfigurations, malfunctions, abnormality, etc. )

= External dependency issues ( routing, peering, cloud outages )
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Indicators Of Abuse In DNS

Algorithmically generated domain names

Oversized labels and deeply nested subdomains

Spikes in non-existent domain ( NXDOMAIN* ) responses

Unusual record types

Query patterns and query volume

* WPAD, search list, localhost, TTL issues, etc.

DNS provides early indicators, but not every anomaly is malicious.
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@ @ @ @
T h e VI S I b I I Ity G a p “How challenging are each of the following to

your security teams to effectively defend and
protect your network?”

(Showing “Highly challenging” and “Challenging”)

= Mixed DNS vendors and servers

( D
e 71% Network complexity as a result of operating in both

u Fragm ented VISI b | | |ty on-premises and cloud infrastructures

( D

. 67% Lack of visibility into DNS traffic, deep DNS analytics,

- |nC0nSIStent |OgS and intelligence

¢ D

67% Huge volumes of DNS data that are difficult/costly to process
= Too much DNS data °r9 yiop

( D
= Lim |ted S k| | |S an d Stafﬂ ng 65% Lack of personnel with relevant skills

C D

65% Fragmented security tools (NGFW, EDR, SIEM, SOAR)
that are difficult to integrate

( D

65% Cloud, hybrid, and multicloud environment deployment

Source: Forrester 2025 StUdV on DNS Secu ritV in a Cloud Era Base: 218 decision-makers with responsibility for their organization’s security and threat intelligence strategy
Source: Forrester’s Q2 2025 DNS Security Survey [E-62853]
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https://efficientip.com/resources/forrester-2025-dns-security-report/

From Logging To Response

DNS Analytics

= Detection # defense

= DNS signals enable visibility for decisions

= Signals must trigger investigation

Threat Intelligence
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Algorithmic Domain Names

= High entropy labels
= No linguistic structure

= Repetitive querying of non-existent names

Demo: DGA & N-gram
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https://github.com/ataudte/demo-playground

n
-~

My Guideflow

1O @® ® [ -~/ddi-scripts — -sh — 118x31

imyPro:ddi-scripts andreas$ ./dns_dga-demo.sh I@ -

.
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| © ® ® " -/ddi-scripts — -sh — 118x31

ImyPro:ddi-scripts andreas$ ./dns_dga-demo.sh
#

timestamp domain

#

20260225-102903 b2xp9cciijhw.net
20260225-102903 jlnfdéltthlqg.com
20260225-102903 Suqub38urhdc.com
#

20260225-112903 9cd68daylcet.net
20260225-112903 2pmphdaStbvv.org
20260225-112903 cBo2Zhhnmlhi .org
#

20260225-122903 pcksbuavijejz.de

20260225-122903 pkb7aSm2do7s.net
20260225-122903 x2sbmgq4z3mS.com
#

20260225-132903 afsedke3ke2T.com
20260225-132903 xgc9lzcSodeld,com
20260225-132903 ytdx6vicmdpl.de

#

20260225-142903 vmi45940pS5ch.org
20260225-142903 162vycSfcdrb.de

20260225-142903 n6n8sekc335p.com

u
myPro:ddi-scripts andreas$

My Guideflow

status

NXDOMAIN @ -
REGISTERED

NXDOMAIN

REGISTERED
NAXDOMAIN
NXDOMAIN

NXDOMAIN
REGISTERED
NAXDOMAIN

REGISTERED
NXDOMAIN
NXDOMAIN

NAXDOMATIN
NXDOMAIN
REGISTERED

-
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| © ® ® " -/ddi-scripts — -sh — 118x31

ImyPro:ddi-scripts andreas$ ./dns_dga-demo.sh
#

timestamp domain

#

20260225-102903 b2xp9cciijhw.net
20260225-102903 jlnfdéltthlqg.com
20260225-102903 Suqub38urhdc.com
#

20260225-112903 9cd68daylcet.net
20260225-112903 2pmphdaStbvv.org
20260225-112903 cBo2Zhhnmlhi .org
#

20260225-122903 pcksbuavijejz.de

20260225-122903 pkb7aSm2do7s.net
20260225-122903 x2sbmgq4z3mS.com
#

20260225-132903 afsedke3ke2T.com
20260225-132903 xgc9lzcSodeld,com
20260225-132903 ytdx6vicmdpl.de

#

20260225-142903 vmi45940pS5ch.org
20260225-142903 162vycSfcdrb.de

20260225-142903 n6n8sekc335p.com

P
myPro:ddi-scripts andreas$ |

status

NAXDOMAIN
REGISTERED
NXDOMAIN

REGISTERED
NAXDOMAIN
NXDOMAIN

NXDOMAIN
REGISTERED
NAXDOMAIN

REGISTERED
NXDOMAIN
NXDOMAIN

NAXDOMATIN
NXDOMAIN
REGISTERED

My Guideflow

of

-
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000

imyPro:ddi-scripts
#

timestamp

#

20260225-102903 2%
20260225- 1@2903
o

20260225-102903

#
20260225-112903
20260225-112903
20260225-112903
B

20260225-122903
20260225-122903
20260225-122903
#

20260225-132903
20260225-132963
20260225-132903
#

20260225-142903
20260225-142903
20260225-142903
4
myPro:ddi-scripts

~/ddi-scripts — -sh — 118x31

andreas$

domain

hdc

9c868daylcet,
2pmphdaStbyvy.
cBo22hhnmlhi .

pcksbuavijejz.
pkb7aSm2do7’s.

x2s5bmgq4z3m5

adsedk63ke2T,
xgc9lzcS50den,
ytdxévicmdpl.

vmi45940p5Sch,
162vyc5fc8rb.,
nendsekc335p.cC

andreas$ I

1] hw
hlq.

/dns_dga-demo.sh

het
cCom
L COm

status

NXDOMAIN
REGISTERED
NXDOMAIN

REGISTERED
NAXDOMAIN
NADOMAIN

NXDOMAIN
REGISTERED
NXDOMATIN

REGISTERED
NXDOMAIN
NXDOMAIN

NXDOMAIN
NADOMAIN
REGISTERED

My Guideflow

-
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/| © @ ® " ~/ddi-scripts — -sh — 118x31

ImyPro:ddi-scripts andreas$ ./dns_dga-demo.sh

s

timestamp domain

#

20260225-102903 b2xp9cciijhw.net
20260225-102903 jlnfdéltthlqg.com
20260225-102903 Suqub38urhdc.com
#

”cf;t.net
m Lbvv.org

N 20260225-112903 cBo22hhnmlhi.org

s 2
\\\\\\\ 20260225-122903 pcksbuavijejz.de

20260225-112903<:;k
20260225-112903 p

—

2903

20260225-122903 pkb7aSm2do7s.net
20260225-122903 x2sbmgq4z3mS.com
#

20260225-132903 afsedke3ke2T.com
20260225-132903 xgc9lzcSodeld,com
20260225-132903 ytdx6vicmdpl.de
#

20260225-142903 vmi45940pS5chb.org
20260225-142903 162vycSfcdrb.de
20260225-142903 n6n8sekc335p.com

P
myPro:ddi-scripts andreas$ |

status

NAXDOMAIN
REGISTERED
NXDOMAIN

REGISTERED
NAXDOMAIN
NXDOMAIN

NXDOMAIN
REGISTERED
NAXDOMAIN

REGISTERED
NXDOMAIN
NXDOMAIN

NAXDOMATIN
NXDOMAIN
REGISTERED

My Guideflow
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My Guideflow

/| © @ ® " ~/ddi-scripts — -sh — 118x31

ImyPro:ddi-scripts andreas$ ./dns_dga-demo.sh

#

timestamp domain status

#

20260225-102903 b2xp9cciijhw.net NXDOMAIN

20260225-102903 jlnfdéltthlqg.com REGISTERED

20260225-102903 Suqub38urhdc.com NXDOMAIN

#

20260225-112903 9c868daylcet.net REGISTERED
‘ 20260225-112903 2pmphdaStbvv.org NXDOMAIN
N\ 20260225-112903 cBo2Zhhnmlhi .org NXDOMAIN

#

\\\\\\\ 20260225-122903 pcksbuavijejz.de NXDOMAIN
20260225-122903 pkb7aSm2do7s.net REGISTERED
20260225-122903 x2sbmgq4z3mS.com NXDOMATIN
#

20260225-132903 afsedke3ke2T.com REGISTERED
20260225-132903 xgc9lzcSoded.com NXDOMAIN
20260225-132903 ytdxévicmdpl.de NXDOMAIN

#

20260225-142903 vmi45940pS5chb.org NXDOMAIN
20260225-142903 162vycSfc3rb.de NXDOMAIN
20260225-142903 nén8sekc335p (oo) REGISTERED
#

myPro:ddi-scripts andreas$ |

-
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My Guideflow

O @® ® [ ~/ddi-scripts — -sh — 118x31

ImyPro:ddi-scripts andreas$ ./dns_n-gram.sh n6n85r3k:n:335p@ -

-
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My Guideflow

(O @® ® ;" -~/ddi-scripts — -sh — 118x31
imyPro:ddi-scripts andreas§ ./dns _n-gram.sh n6n8sekc335p
nen - not a valid word in English
6ng - not a valid word in English
nés - not a valid word in English
gse - not a valid word in English
sek - not a valid word in English
ekc - not a valid word in English
kc3 - not a valid word in English
c33 - not a valid word in English
335 - not a valid word in English
35p - not a valid word in English
née - not a valid word in English
6n - not a valid word in English
ng - not a valid word in English
85 - not a valid word in English
se - valid word in English
ek - not a valid word in English
kc - not a valid word in English
c3 - not a valid word in English
33 - not a valid word in English
35 - not a valid word in English
Sp - not a valid word in English

'nen8sekc335p' is 4.00% an English word .ng to /usr/share/dict/words)
myPro:ddi-scripts andreas$ I

-
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© ® ® /" -/ddi-scripts — -sh — 118x31

scripts andreas$ ./dns_n-gram.sh ﬁreﬁghter@ -

myPro:ddi-

r—— -

My Guideflow

-
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My Guideflow

1O @® ® [ -~/ddi-scripts — -sh — 118x31

ImyPro:ddi-scripts andreas$ ./dns_n-gram.sh firefighter
fir valid word in English

ire - valid word in English

ref - valid word in English

efi - not valid word in English

fig - valid word in English

QG

('S

igh - not a valid word in English

ght - not a valid word in English

hte - not a valid word in English

ter - not a valid word in English
fi - wvalid word in English

ir - common prefix/suffix in English

re - valid word in English

ef - not a valid word in English

fi - valid word in English

ig - not a valid word in English

gh - not a valid word in English

ht - not a valid word in English

te - valid word in English

er - valid word in English

‘Tirefighter' 1s 47.00% an English word (according to /usr/share/dict/words)
myPro:ddi-scripts andreas$

-
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Deceptive But Valid Domains

= Visually identical names
= Unexpected punycode

= Legitimate resolution

Demo: Look-a-like
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https://github.com/ataudte/demo-playground

S efficient iP

© ® ® " -/ddi-scripts — -sh — 118x31

scripts andreas$ ./dns_look-a-like.sh gl.lug.dt':@ -

myPro:ddi-

r—— -

My Guideflow

-
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ImyPro:ddi-scripts andreas$ ./dns_look-a-like.sh guug.d

original:
punycode:

modified:
punycode:

modified:
punycode:

modified:
punycode:

© ® ® " -/ddi-scripts — -sh — 118x31

My Guideflow

g

)
guug . de

guug.de
guug.xn--d-jtb

guug .de
XN--Uu-wnac,.de

guug .de
xn--gg-okaa.de

myPro:ddi-scripts andreas$

-
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My Guideflow

1O @® ® [ -~/ddi-scripts — -sh — 118x31

g

ImyPro:ddi-scripts andreas$ ./dns_look-a-like.sh guug.d
original: guug.de
punycode: guug.de

modified: guug. de@ -
punycode: guug.xn--d-j%

modified: guug.de
punycode: xn--uu-wnac.de

modified: guug.de
punycode: xn--gg-okaa.de

myPro:ddi-scripts andreas$

-
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My Guideflow

1O @® ® [ -~/ddi-scripts — -sh — 118x31

g

ImyPro:ddi-scripts andreas$ ./dns_look-a-like.sh guug.d
original: guug.de
punycode: guug.de

modified: guug.de
punycode: guug.xn--d-jtb @ -

modified: guug.de
punycode: xn--uu-wnac.de

modified: guug.de
punycode: xn--gg-okaa.de

myPro:ddi-scripts andreas$

-
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Blending Into DNS Noise

= Random-looking hostnames under real zones
= Persistent NXDOMAIN noise

= Deliberately distributed, low-and-slow patterns

Demo: DNS Straying
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https://github.com/ataudte/demo-playground

My Guideflow

O @® ® [ ~/ddi-scripts — -sh — 118x31

myPro:ddi-scripts andreas$ ./dns_straying.sh gw_lg.de@ -

-
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000

.
. A “:n p—

My Guideflow
~Jddi-scripts — dns_straying.sh guug.de — 118x31

myPro:ddi-scripts andreas$ ./dns_straying.sh guug.de
Zone:

NS names:
NS addrs:

guug.de
ns2.guug.de nsl.linuxtag.net ns2.dnspartner.de
178.33.39.66 2001:41d0:304:200::c92a 2a0l1:198:12: ::

Generated FQDNs:
xefveducga9i3lly.guug.
asheS52foaldeui73.guug.
jfd43tyvohle7et8z.guug.de
ejygkS5lt8wredoip.guug.
enltS5c7znpcOfds8l. guug.
3vraqjdplgi9236] .guug.
d371hxrj07z05%axi . guug.
918asd7eqb6gahrpa.guug.

bpm“nn4hmru<nTe.guug.
SO100526911ckyl. guug.
41190spgkmdplal? . guug.

Joyx rf»fmsan~hfa.

otsralr9s2dmhyx2.guug.

zcrnprcbjhudj tt@, guug.
cuam@fwhdlzko7tb.guug.
Jfujgpmmi tgebvms. guug.

s
C
guug .
de
Send 16

DNS

queries to 6 servers?

o0
[
()
--J
O
=
=
Q0
L
)

-
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My Guideflow

O @® ® [ -~/ddi-scripts — dns_straying.sh guug.de — 118x31
myPro:ddi-scripts andreas$ ./dns_straying.sh guug.de
Zone: guug . de

NS names: ns2.guug.de nsl.linuxtag.net ns2.dnspartner.de
NS addrs: 178.33.39.66 2001:41d0:304:200::c92a 2a0l:198:12::a 2a0l1:4718:140:54e4::2 46.4,78.167 91.184,

)
-]

Generated FQONs:(o)
xefveducga9is0ly.

asheS52foaldeui73.guug.de
jfd43tyvohle7et8z.guug.d
ejygk51lt8wrbdoip.guug.de

6nltSc7znpcOfds8l. guug.de
3vraqjdplgif9236j .guug.de
d371hxrj07z05%axi . guug.de
918asd7eqb6gahrpa.guug.de
bpm“nn4hmru<nTe.guug.de
SR100526911ckyld. guug . de
41190spgkmd4plally ., guug.de
Joyxcyvimsanskta,guug.de
otsralr9s2dmhyx2.guug.de
zcrnprcbjhudj tt@, guug . de
cuam@fwhd4lzko7tb.guug.de
Jfujgpmmi tgebvmS. guug . de

=3
G

Send 16 DNS queries to 6 servers? [Y/n]:

-
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c50100526911ckyld . guug.
41190spgkmdplal?.guug.
Joyxcyvimsanskta.guug.
otsralr9s2dmhyx2.guug.
zcrnprcbjhudj tto, guug.
cuam@fwhdlzko7tb.guug.
7fujgpmmi tgebvmS. guug.

Send 16 DNS queries to

Sending quer

<
s

ies,

xefyvefucga9idbly.guug.

73.guug.

Z.guug.
ejygk51lt8wrbdoip.guug.
BnltSc7znpcB@fd8l. guug.
Ivraqjdplgi9236] .guug.
d371hxrj07z05%axi . guug.
918asd/eqbgahrpa.guug.
sspmwnnd2Zmrux8fe. guug.
Cc50100526911ckyd, guug.
41190spgkmd4plal? ., guug.
Joyxcyvimsanskta.guug.
otsralr9s2dmhyx2.guug.
zcrnprcbjhudj ttO., guug.
cuam@fwhdlzko7tb.guug.
Jfujgpmmi tgebvmS. guug.

asheS2foaldeui
jfd43tyvohle7ets

Done.,

de
de
de
de
de
de

de

n

de
de
de
de
de

de
de
de
de
de
de
de
de
de

de

myPro:ddi-scripts andreas$

1O @ ® " ~/ddi-scripts — -sh — 118x31

erversy

with
with
with
with
with
with
with
with
with
with
Wi th
with
with
with
with
with

w2
]

=S

D N Ao
=2

f-.|

=
=

=D =

=

N o= = houn

oo ouonoun

W umwmumunmuuna

= M -
=

v

- =@

now

=
o

o
]

=

[y T SN I N )
(|

n w

=
=

[¥/n]: ¥

My Guideflow

. —. 10

delay to
delay to
delay to
delay to
delay to
delay to
delay to
delay to
delay to
delay to
delay to
delay to
delay to
delay to
delay to

46.4,78.167
2aBl:47f5:140:;:
91.184.37.10
46.4.78.167
2a0l:4f5:140:
2001:41d0: 304
91.184.37.10
2a01:198:12::
91.184.37.180
91.184.37.18

2001:41d0:304:

46.4,.78.167
91.184.37.10
2001:41d0: 304

54e4d.: .
' 200

a

200

r

rJ

N N

I£|
Q

200

m
(¥u)
f‘-.'
Q

-
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My Guideflow

/| O @ ® " ~/ddi-scripts — -sh — 118x31

c50100526911cky® ., guug . de
41190spgkmdplal? . guug . de
Joyxcyvimsanskta,guug.de
otsralr9s2dmhyx2.guug.de
zcrnprcbjhudj tt0., guug . de
cuam@fwhd4lzko7tb.guug.de
Jfujgpmmi tgebvmS, guug . de

Send 16 DNS queries to 6 servers? [Y/n]: ¥

. Sending queries...
xefveSucgadi30ly.guuz.de with 0.50s delay to 2a@l:4f8:140:54e4: :2@ -
asheS52foald4eui73.guug.de with 1.25s5 delay to 91.184.37.10
jfd43tyvohle7et8z.guug.de with 1.25s delay to 46.4.78.167
ejygkS51lt8wrbdoip.guug.de with 2.00s delay to 2a0l:4718:140:54e4::2
enltSc7znpc@fd8l.guug.de with 0,505 delay to 91.184.37.10
Jvraqjdplgi9236] .guug.de with 1.25s delay to 46.4.78.167
d371hxrj07z05%axi .guug.de with 0,755 delay to 2a0l:418:140:54e4::2
918asd7eqb6gahrpa.guug.de with 0.75s5 delay to 2001:41d0:304;200::c92a
sspmwnndZmruxd8fe.guug.de with 1.50s delay to 91.184.37.10
C50100526911cky®.guug.de with 2.00s delay to 2a01:198:12::a
41190spgkmdplad?.guug.de with 0,755 delay to 91.184.37.10
Joyxcyvimsanskta.guug.de with 0.75s delay to 91.184.37.10
otsralr9s2dmhyx2.guug.de with BEs delay to 2001:41d0:304:200::c923
zcrnprcbjhudj tt@, guug.de with 5s delay to 46.4.78.167

delay to 91.184.37.10
delay to 2001:41d0:304:;200::c92a

(R S
=

w MR
= N
n w

2
cuam@fwhdlzko7tb.guug.de with
Jfujgpmmi tgebvmS., guug.de with

Done.,

myPro:ddi-scripts andreas$ |

-
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| © ® ® " -/ddi-scripts — -sh — 118x31

c50100526911cky@,

41190spgkmdplal?.,
Joyxcyvimsanskta,

otsralr9s2dmhyx2

zcrnprcbjhudj tto,
cuam@fwhdlzko7tb.
7fujgpmmi tgebvms,

Send 16 DNS

sending querie

(wT\wnuraaH1jﬂlw,
7

_l.l b

asheS52foaldeul 73
jfd43tyvohle7et8z.
ejygk51lt8wrodoip.

enltS5c7znpcOfdS8l.
. 2uug.
.de
.de
guug .
guug.
-/
guug .
.de

3vraqjdpBgi 92367

d371hxrj07z05%axi.

918asd/eqbgahrpa.

sspmwnndZmruxsfe.,
Cc50100526911ckyl,

41190spgkmd4plal?
Joyxcyvimsanskta,
otsralr9s2dmhyx2.

zcrnprcbjhudj tte,
cuam@fwhdlzko7tb.
Jfujgpmmi tgebvms,

Done.,

queries

guug .
. de
guug .
L Zuug
guug.,
.de
guug .,

guug

guug

guug.,
.de
guug .,
. de
.de

Lguug

guug
guug

guug
guug

guug

guug .
.de

guug

guug .

de

de

,de

de

de

n

de

de
de
de
de

de

de

myPro:ddi-scripts andreas$

erversy

with
with
with
with
with
with
with
with
with
with
Wi th
with
with
with
with
with

l"_-'l

=

lZ' rJ

o =

=

N o= = houn

D I s T N I

=

=

[¥/n]: ¥

. 50s

.255
.JS;
. BRs

m wu un wum un nu

=2 O wvnounoun

v

- - O
wn =
now

o
AN

(0, I SN N R
L
wownon

=

del1y
dEldj
delay
delay
delay
delay
delay
delay
delay
delay
delay
delay
delay

tu
to
to
to
to
to
to
to
to
to
to
to
to

My Guideflow

ue ' 418:140: 54e4:
84.37.10
del o 18 107

=

2a01:198:12::a

91.184.37.10

2001:41d0:304: 200

46.4,.78.167
91.184.37.10

2001:41d0:304:200:

r

rJ

40: 54e4; .
' 304 200
1
5

N N

W
Ql

m
(¥u)
f‘-.'
Q

-
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My Guideflow

/| O @ ® " ~/ddi-scripts — -sh — 118x31

c50100526911cky® ., guug . de
41190spgkmdplal? . guug . de
Joyxcyvimsanskta,guug.de
otsralr9s2dmhyx2.guug.de
zcrnprcbjhudj tt0., guug . de
cuam@fwhd4lzko7tb.guug.de
Jfujgpmmi tgebvmS, guug . de

Send 16 DNS queries to 6 servers? [Y/n]: ¥

N\ Sending queries...
xefvefucga9i3fly.guug.de with 0,505 delay to 2a0l:4758:140: S54edimn
asheS52foaldeui73.guug.de with 1.25s5 delay to 91.184.3?.10@-
jfd43tyvohle7et8z.guug.de with 1.25s delay to 46.4.78.167
ejygk51lt8wrbdoip.guug.de with 2.00s delay to 2a0l:4718:140:54e4::2
enltSc7znpc@fd8l.guug.de with 0,505 delay to 91.184.37.10
Jvraqjdplgi9236] .guug.de with 1.25s delay to 46.4.78.167
d371hxrj07z05%axi .guug.de with 0,755 delay to 2a0l:418:140:54e4::2
918asd7eqb6gahrpa.guug.de with 0.75s5 delay to 2001:41d0:304;200::c92a
sspmwnndZmruxd8fe.guug.de with 1.50s delay to 91.184.37.10
C50100526911cky®.guug.de with 2.00s delay to 2a01:198:12::a
41190spgkmdplad?.guug.de with 0,755 delay to 91.184.37.10
Joyxcyvimsanskta.guug.de with 0.75s delay to 91.184.37.10
otsralr9s2dmhyx2.guug.de with BEs delay to 2001:41d0:304:200::c923
zcrnprcbjhudj tt@, guug.de with 5s delay to 46.4.78.167

delay to 91.184.37.10
delay to 2001:41d0:304:;200::c92a

(R S
=

w MR
= N
n w

2
cuam@fwhdlzko7tb.guug.de with
Jfujgpmmi tgebvmS., guug.de with

Done.,

myPro:ddi-scripts andreas$

-
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DNS As A Covert Signaling Channel

« Data embedded in DNS queries ( tunneling)
= Data embedded in DNS metadata ( SOA serials)

= RFC-compliant traffic with hidden meaning

Demo: DNS Tunneling & Serial Numbers

. H =y’ Confidential - Property of EfficientIP - All rights reserved - Copyright © 2026
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https://github.com/ataudte/demo-playground

S efficient iP

My Guideflow

© ® ® " -/ddi-scripts — -sh — 118x31

myPro:ddi-scripts andreas$ cat list credit-cards. txt

Name; Number Expiry; CVC @ -
Roxanne Clagon; 41313 1111 3411 11113 Ol/27; 987
Fernande Searight; S500 QERE PRRE ORR4; Be/29; 654
Hedwig Facer; 3400 QOO0 PEOE PE9T; 11733 321

myPro:ddi-scripts andreas$ |

-
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My Guideflow

1O @® ® [ -~/ddi-scripts — -sh — 118x31

myPro:ddi-scripts andreas$ cat list credit-cards. txt

Name; Number Expiry; CVC
Roxanne Clagon; 4113 11311 31111 11113 ©l/27; 987
Fernande Searight; 5500 DROO DODE DOO4; 06/29; 654
Hedwig Facer; 3400 DOOOD QOOE QO9T; 11/73): 321
(myProiddi-scripts andreas$ ./dns_tunnel.sh client list_credit-cards. txt @ -

File encoded as DNS hostnames and saved to dns_tunnel.log
myPro:ddi-scripts andreas$

-
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My Guideflow
| © ® ® " -/ddi-scripts — -sh — 118x31

myPro:ddi-scripts andreas$ cat list credit-cards. txt

Name; Number Expiry; CVC
Roxanne lag 4111 11311 3111 111313 0l/27; 987
Fernande Sear 1btt' S500 QERE PRRE ORR4; Be/29; 654
Hedwig Facer; 3400 DOOOD QOOE QO9T; 11/73): 321
(myProiddi-scripts andreas$ ./dns_tunnel.sh client list_credit-cards. txt

File encoded as DNS hostnames and saved to dns_tunnel. 109
ImyPro:ddi-scripts andreas$ cat dns_tunnel.log
TmFtZTsJCQLO0dW1iZXIJCQ1LFeHBpcnk 7CUNYQwpSb3hhbmS1TIENSYWdvbjsJCTQ. ftgijjya.com
XMTEZMTEXMSAXMTEXIDEXMTE7CTAXLZIS 0wk 50DCKRmYybmFuZGUgU2VhecmlnaH. ftgijjya.com
Q7CTULIMDAgMDAWMCAWMDAWIDAWMDOZCTAZLZI SOWKZNTOKSGYKA2InIEZWhY2VyD ., Ttgijiy
Wk IJMZOQWMCAWMDAWIDAWMDAZMDASNZS IMTEYMZEZCTMyMQo=, ftgijjya.com
myPro:ddi-scripts andreas$ I

a,com

-
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My Guideflow

/| O @ ® " ~/ddi-scripts — -sh — 118x31

myPro:ddi-scripts andreas$ cat list credit-cards. txt

Name; Number Expiry; CVC
Roxanne lag 4113 1131 3111 11113 Ol/27; 987
Fernande Sear 1btt' S500 QERE PRRE ORR4; Be/29; 654
Hedwig Facer; 3400 QOO0 PEOE OE9T; 11733 321
(myProiddi-scripts andreas$ ./dns_tunnel.sh client list_credit-cards. txt

File encoded as DNS hostnames and saved to dns_tunnel. 109

ImyPro:ddi-scripts andreas$ cat dns_tunnel.log
TmFtZTsJCQLO0dW1iZXIJCQ1LFeHBpcnk 7CUNYQwpSb3hhbmS1TIENSYWdvbjsJCTQ. ftgijjya.com
XMTEZMTEXMSAXMTEXIDEXMTE7CTAXLZIS 0wk 50DCKRmYybmFuZGUgU2VhecmlnaH. ftgijjya.com

. Q7CTULMDAZMDAWMC AwMDAWIDAWMDOTCTAZLZI S0wk2NTQKSGYKkd21nIEZhY2Vy0D. ftgijjya.com
\\\\\\\ wk JMZQWMCAWMDAWIDAWMDAZMDASNZS JMTEVYMZE7CTMYMQo=. ftgijjya.conm

Hn'.fPro'ddi-:cripf andreas$ ./dns_tunnel.sh server dr'ns_tur'uruel.ln:-g@ -
File success sfully reconstructed and saved to tunnel/reconstructed Ti1®

myPro.dd1—>cr1pt: andreas$ |

-
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My Guideflow

/| © @ ® ¥ ~/ddi-scripts — -sh — 118x31

myPro:ddi-scripts andreas$ cat list credit-cards. txt

Name ; Number Expiry; CVC
Roxanne Clag 4111 11311 3111 111313 01/27; 987
Fernande Sea 1btt' S500 QERE PRRE ORR4; Be/29; 654
Hedwig Facer; 3400 DOOO QOODO OO9T; 11/31; 321
(myProiddi-scripts andreas$ ./dns_tunnel.sh client list_credit-cards. txt

File encoded as DNS hostnames and saved to dns_tunnel. 109

ImyPro:ddi-scripts andreas$ cat dns_tunnel.log

TmFtZTsJCOQL0dWLiZXIJCQLFeHBpcnk7CUNYQwpSb3hhbmS1IENSYWdvbjsJCTQ. . ftgijjva.com
XMTEZMTEXMSAXMTEXIDEXMTE7CTAXLZIS 0wk 50DCKRmYybmFuZGUgU2VhecmlnaH. ftgijjya.com

NS Q7CTULIMDAgMDAWMCAWMDAWIDAWMDO7CTAZLZI SOwkZNTOKSGYKdA21nIEZRhY2VyD, Ttgijjvya.com

Wk JMZQWMCAWMDAWIDAWMDAZMDASNZS JMTEYMZEZCTMyMQo=, ftgijjya.com
myPro:ddi-scripts andreas$ ./dns_tunnel.sh server dns_tunnel.log

File successfully reconstructed and saved to tunnel/reconstructed file

myPro:ddi-scripts andreas$ cat tunnel/reconstructed file

Name ; Number E\’m ry; CVC @ -
Roxanne Flavon; 8111 333 -352) 22AE) 0l/27; 987

Fernande Searight; 5500 pEOR QRER oRpR4; B6/29; 654

Hedwig Facer; 3400 QEOO QEER QE9T; 11731 321

myPro:ddi-scripts andreas$

-
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My Guideflow

imyPro:ddi-scripts andreas$ dig soa guug.de +short
nsl.linuxtag.net., hostmaster.guug.de, 2026012601 3600 7200 1209600 E-IZIIZI@ -

t
myPro:ddi-scripts andreas$ I

-
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My Guideflow

1O @® ® [ -~/ddi-scripts — -sh — 118x31

imyPro:ddi-scripts andreas$ dig soa guug.de +short
nsl.linuxtag.net., hostmaster.guug.de, 2026012601 3600 7200 12
(myPro:ddi-scripts andreas$ ./dns_ip-serial.sh 2026012601
120.194.127.185

myPro:ddi-scripts andreas$ I

-
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My Guideflow

1O @® ® [ -~/ddi-scripts — -sh — 118x31

imyPro:ddi-scripts andreas$ dig soa guug.de +short
nsl.linuxtag.net., hostmaster.guug.de, 2026012601 3600 7200 1209600 600

ImyPro:ddi-scripts andreas$ ./dns ip-serial.sh 2026012601

120,194,127.185 N
(myPro:ddi-scripts andreas$ ./dns _ip-serial.sh 1EI.IEI.18?.1EHL@ -

167820220
myPro:ddi-scripts andreas$

-
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imyPro:ddi-scripts
nsl.linuxtag.net,

imyPro:ddi-scripts a

120.194.127.185
(myPro:ddi-scripts

=
hostmaster,

andreas$

My Guideflow

soa guug.de +short
guug .de, 2026012601 3600 7200
ndreas$ ./dns _ip-serial.sh 2026012601

1209600 600

Jdns_ip-serial.sh 10.0,187,188

167820220

(myPro:ddi-scripts andreas$ ping -c 4 16?82@22@@ -
PING 167820220 (10.0.,187.188): 56 data bytes

64 bytes from 10.0.187.188: icmp_seq=0 ttl=64 time=1.370 ms
64 bytes from 10.0.187.188: icmp_seq=1l ttl=64 time=2.031 ms
64 bytes from 10.0,187.188: icmp_seq=2 ttl=64 time=1,626 ms
64 bytes from 10.0.187.188: icmp_seq=3 ttl=64 time=1.283 ms
--- 167820220 ping statistics ---

4 packets transmitted,
round-trip minfavg/max/stddey =

B.0% packet loss

received, s
031/0,.282 ms

1.283/1.703/72.

4 packets

myPro:ddi-scripts andreas$ |}

-
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All Of This In Your DNS

Early warning signals are already in DNS telemetry

Generic tools often miss DNS specific patterns

DNS specialized security is needed

DNS data volume is the challenge

The signals are there. Finding them at scale needs DNS specific detection.
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Common DGA Detection

= Analyze domain name syntax only

Highly

« g random

= Use statistical or ML-based patterns L domain
0.2 Cryptolocker

= High false positives and easy to evade 00 e

. 012345672829 abcdefghijkImnopgrstuvwxyz

0.2 suppobox

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

0.1} "

0.0 S O S| (S D | 1 1 1 1 |

- . 01 abcdefghi jkImnopgrstuvwxyz
Mimics Alexa Top 1M

0.2 —TT Lnorma| trafﬂcj |||||||||||||||||||||||||||

0.1 -

- .0123456789 abcdefghdijklIlmnopgrstuvwxyz
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Focus On Clients For DGA Detection

= Analyzes clients instead of domains

= Groups by client and DNS behavior a1t

10120
10321
= Tracks evolution and recruitment dynamics g ZOf
= 22532
[
8 23321
& 32399
(@)
42321
44218
48980
54432
E E QS L EPL EPEETSG E@ L NL B2 EXD
S 8§3E88:8588585C8¢ 58358
5 EEX¥28 82 eEggd2ELSESE @
§8888s58s25:285588c85z28
2 g =0 & 9 § = S 26 X E w £ & 3 =
= @ &% © 8 O % 2 € 2 £ B & & o 3
e =% = E 2% £8E= §
2 © > 8 E 3 o % 2
S 8 - & 8 ke
0 L= >
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Matrix-Based Validation Of DGA Activity

domains domain
A BCDETFG A DCEGBF

matrix ordering >

clients

clients

© 0O NOO O & WN -

—
N © N D oOSONOW=

SN
o
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Detecting DGAs Via Tuple Clustering

= Project client-domain tuples into a multidimensional space

slugin_a mylobot-like (red)
buy1.7¢ (blue)

= Cluster associations using unsupervised analysis

necurs v2

= Clusters indicate potential DGA activity .
confic( 40/c.xyz

mylobot (green)

Discovered as
unknown malware,
later identified as
crackonosh
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DNS Risk Assessment

Capture DNS
Traffic

FREE DNS RISK ASSESSMENT

D?ﬁlou really know what's
hidden in your network?

Try looking below the surface

Access
Online Report

efficient iP
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Questions

Andreas Taudte
Senior Technical Marketing Manager

andreas.taudte@efficientip.com
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