
	



git	clone	https://github.com/formorer/icinga2-tutorium.git
cd	icinga2-tutorium/vagrant/icinga2_icinga2web_grafana
vagrant	up

	



	



	



	



	



	



	



	



	



	



	



	



	



hostalive

	

https://docs.icinga.com/icinga2/latest/doc/module/icinga2/chapter/monitoring-basics#host-states


check_command

	

https://docs.icinga.com/icinga2/latest/doc/module/icinga2/chapter/monitoring-basics#service-states


max_check_attempts
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icinga2

├──	conf.d

│			├──	app.conf

│			├──	apt.conf

│			├──	commands.conf

│			├──	downtimes.conf

│			├──	groups.conf

│			├──	hosts.conf

│			├──	notifications.conf

│			├──	satellite.conf

│			├──	services.conf

│			├──	templates.conf

│			├──	timeperiods.conf

│			└──	users.conf

├──	constants.conf

├──	features-available

│			├──	api.conf

│			├──	checker.conf

│			├──	command.conf

│			├──	compatlog.conf

│			├──	debuglog.conf

│			├──	gelf.conf

│			├──	graphite.conf

│			├──	icingastatus.conf

│			├──	ido-mysql.conf

│			├──	influxdb.conf

│			├──	livestatus.conf

│			├──	mainlog.conf

│			├──	notification.conf

│			├──	opentsdb.conf

│			├──	perfdata.conf
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object	Host	"myhostname"	{

		/*	Import	the	default	host	template	defined	in	`templates.conf`.	*/

		import	"generic-host"

		/*	Specify	the	address	attributes	for	checks	e.g.	`ssh`	or	`http`.	*/

		address	=	"127.0.0.1"

		address6	=	"::1"

		/*	Set	custom	attribute	`os`	for	hostgroup	assignment	in	`groups.conf`.	*/

		vars.os	=	"Linux"

		/*	Define	http	vhost	attributes	for	service	apply	rules	in	`services.conf`.	*/

		vars.http_vhosts["http"]	=	{

				http_uri	=	"/"

		}

		/*	Define	disks	and	attributes	for	service	apply	rules	in	`services.conf`.	*/

		vars.disks["disk"]	=	{

				/*	No	parameters.	*/

		}

		vars.disks["disk	/"]	=	{

				disk_partitions	=	"/"

		}

		/*	Define	notification	mail	attributes	for	notification	apply	rules	in	`notifications.conf`.	*/

		vars.notification["mail"]	=	{

				/*	The	UserGroup	`icingaadmins`	is	defined	in	`users.conf`.	*/

				groups	=	[	"icingaadmins"	]

		}

}	



apply	Service	"procs"	{
		import	"generic-service"

		check_command	=	"procs"

		assign	where	host.name	==	"myhostname"
}

	

https://docs.icinga.com/icinga2/latest/doc/module/icinga2/chapter/plugin-check-commands#plugin-check-command-processes


apply	Service	"procs"	{
		import	"generic-service"

		check_command	=	"procs"

		vars.procs_argument	=	"some	argument"
		assign	where	host.name	==	"myhostname"
}

	

https://docs.icinga.com/icinga2/latest/doc/module/icinga2/chapter/monitoring-basics#custom-attributes


	



//	Kommentar
/*
	*	Auch	ein	Kommentar
*/
#	sogar	ich	bin	ein	Kommentar

	



27.3	#	floating	point	number

2.5m	#	duration	(ms	(milliseconds),	
							s	(seconds),	
							m	(minutes),	
							h	(hours)	and	
							d	(days))

"Hello	World"	#	string
{{{
		Multi
		Line
		String
}}}

true	/	false	#	boolean

null

	

https://docs.icinga.com/icinga2/latest/doc/module/icinga2/chapter/language-reference?highlight-search=array#types


		[	"hello",	42	]

	



{
		address	=	"192.168.0.1"
		port	=	443
		ssl	=	true
}

	



assign ignore

	



object	HostGroup	"postgresql-server"	{
		display_name	=	"PostgreSQL	Server"

		assign	where	match("*psql*",	host.name)
		ignore	where	match("*test",	host.name)
}

	



apply	Notification	"notify-complex-customer"	to	Service	{
		import	"compex-customer-notification"

		assign	where	match("*has	gold	support	24x7*",	service.notes)	\\
				&&	(host.vars.customer	==	"customer-xy"	||	host.vars.always_notify	==	true)
		ignore	where	match("*internal",	host.name)	||	\\
				(service.vars.priority	<	2	&&	host.vars.is_clustered	==	true)
}

	



APPLY	FOR

	



object	Host	"hostname"	{
		...
		vars.partitions	=	[	'/',	'/boot'	]
}

apply	Service	"partition	"	for	(partition	in	host.vars.partitions)	{
								import	"generic-service"
								check_command	=	"disk"
								vars.disk_partition	=	partition
								display_name	=	"Partition	"	+	partition
								assign	where	host.vars.partitions
}

	



object	Host	"hostname"	{
		...
		vars.http_vhosts["http"]	=	{
				http_uri	=	"/"
				http_ssl	=	true
		}
}

apply	Service	"vhost_"	for	(vhost	=>	config	in	host.vars.http_vhosts)	{
								import	"generic-service"
								check_command	=	"http"
								vars	+=	config
								display_name	=	"Virtual	Host	"	+	vhost
}

	



	



	

https://docs.icinga.com/icinga2/latest/doc/module/icinga2/chapter/plugin-check-commands


	

https://www.monitoring-plugins.org/


	

https://exchange.icinga.com/


	



	

https://www.monitoring-plugins.org/doc/guidelines.html


object	CheckCommand	"check_http"	{
		command	=	[	PluginDir	+	"/check_http"	]

		arguments	=	{
				"-H"	=	"$http_vhost$"
				"-I"	=	"$http_address$"
				"-u"	=	"$http_uri$"
				"-p"	=	"$http_port$"
				"-S"	=	{
						set_if	=	"$http_ssl$"
				}
				"--sni"	=	{
						set_if	=	"$http_sni$"
				}
				"-a"	=	{
						value	=	"$http_auth_pair$"
						description	=	"Username:password	on	sites	with	basic	authentication"
				}
				"--no-body"	=	{
						set_if	=	"$http_ignore_body$"

	



	



last	check
+	check	interval

	



object	Service	"Passive"	{
		import	"generic-service-custom"

		host_name													=	"host.domain.com"
		check_command									=	"passive"

		enable_notifications		=	1
		enable_active_checks		=	1
		enable_passive_checks	=	1
		max_check_attempts				=	1
		check_interval								=	87000
}

	



	

https://docs.icinga.com/icinga2/latest/doc/module/icinga2/chapter/object-types#objecttype-notification


types states

	



object	Notification	"localhost-ping-notification"	{
		host_name	=	"localhost"
		service_name	=	"ping4"

		command	=	"mail-notification"

		users	=	[	"user1",	"user2"	]

		types	=	[	Problem,	Recovery	]
}

	



object	NotificationCommand	"mail-host-notification"	{
		import	"plugin-notification-command"

		command	=	[	SysconfDir	+	"/icinga2/scripts/mail-host-notification.sh"	]

		env	=	{
				NOTIFICATIONTYPE	=	"$notification.type$"
				HOSTALIAS	=	"$host.display_name$"
				HOSTADDRESS	=	"$address$"
				HOSTSTATE	=	"$host.state$"
				LONGDATETIME	=	"$icinga.long_date_time$"
				HOSTOUTPUT	=	"$host.output$"
				NOTIFICATIONAUTHORNAME	=	"$notification.author$"
				NOTIFICATIONCOMMENT	=	"$notification.comment$"
				HOSTDISPLAYNAME	=	"$host.display_name$"
				USEREMAIL	=	"$user.email$"
		}
}

	



#!/bin/sh
template=`cat	<<TEMPLATE
*****	Icinga		*****

Notification	Type:	$NOTIFICATIONTYPE

Service:	$SERVICEDESC
Host:	$HOSTALIAS
Address:	$HOSTADDRESS
State:	$SERVICESTATE

Date/Time:	$LONGDATETIME

Additional	Info:	$SERVICEOUTPUT

Comment:	[$NOTIFICATIONAUTHORNAME]	$NOTIFICATIONCOMMENT
TEMPLATE
`

/usr/bin/printf	"%b"	"$template"	\\
	



	



	



	



object	User	"first_alert"	{
		display_name	=	"First	Alert	by	Mail"
		vars.email	=	"it@localhost"
}
object	User	"second_alert"	{
		display_name	=	"Second	Alert	by	SMS"

		vars.mobile	=	"+49	1723	1234567"
}
apply	Notification	"first_alert"	to	Service	{
		import	"generic-notification"
		command	=	"mail-notification"
		users	=	[	"first_alert"	]
		times	=	{
				begin	=	0m
				end	=	30m
		}
		assign	where	service.name	==	"ping4"
}
apply	Notification	"second_alert"	to	Service	{

	



	



	



	



apply	ScheduledDowntime	"backup-downtime"	to	Service	{
		author	=	"icingaadmin"
		comment	=	"Scheduled	downtime	for	backup"

		ranges	=	{
				monday	=	"02:00-03:00"
				tuesday	=	"02:00-03:00"
				wednesday	=	"02:00-03:00"
				thursday	=	"02:00-03:00"
				friday	=	"02:00-03:00"
				saturday	=	"02:00-03:00"
				sunday	=	"02:00-03:00"
		}

		assign	where	"backup"	in	service.groups
}

	



	



ignore_soft_states false

	



apply	Dependency	"internet"	to	Host	{
		parent_host_name	=	"dsl-router"
		disable_checks	=	true
		disable_notifications	=	true

		assign	where	host.name	!=	"router"
}

apply	Dependency	"disable-host-service-checks"	to	Service	{
		disable_checks	=	true
		assign	where	true
}

	



	



	



	



	



command_endpoint
	



object	Host	"myhost"	{
		...
		vars.remote_client	=	"myhost"
}

apply	Service	"apt"	{
		import	"generic-service"
		check_command	=	"apt"
		if	(host.vars.remote_client)	{
				command_endpoint	=	host.vars.remote_client
		}
		assign	where	host.vars.distribution	==	"Debian"
}

	



	



	

https://www.monitoring-plugins.org/doc/guidelines.html#AEN201


	/usr/lib/nagios/plugins/check_disk	-u	GB	-w	10%	-c	5%	/	
DISK	OK	-	free	space:	/	43	GB	(18%	inode=86%);|	/=192GB;212;224;0;236

	



	



	



	



	



	



curl	-u	$ICINGA2_API_USER:$ICINGA2_API_PASSWORD		\
					-H	'Accept:	application/json'	-H	'X-HTTP-Method-Override:	DELETE'	-X	POST	\
					-k	"https://$ICINGA2_HOST:$ICINGA2_API_PORT/v1/objects/services/api_dummy_host_1!api_dummy_service_1"

	



curl	-u	$ICINGA2_API_USER:$ICINGA2_API_PASSWORD	\
					-H	'Accept:	application/json'	-H	'X-HTTP-Method-Override:	DELETE'	-X	POST	\
					-k	"https://$ICINGA2_HOST:$ICINGA2_API_PORT/v1/objects/hosts/api_dummy_host_1?cascade=1"

now=`date	+%s`
/bin/printf	"[%lu]	START_EXECUTING_SVC_CHECKS\n"	$now	>	$commandfile	



	



	

https://github.com/Icinga/icingaweb2-module-director


	



	

https://github.com/Icinga/icingaweb2-module-businessprocess


	



	

https://github.com/formorer/icinga2-slack-notification
https://github.com/spjmurray/slack-icinga2
https://exchange.icinga.com/richardhauswald/icinga2-slack-notifications


	

https://github.com/Icinga/dashing-icinga2
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object	CheckCommand	"clustercheck"	{

		import	"plugin-check-command"

		command	=	{{

				var	cmd	=	[	PluginDir	+	"/check_dummy"	]

				var	cluster_nodes	=	macro("$cluster_nodes$")

				var	host_failed	=	[	]

				for	(cluster_node	in	cluster_nodes)	{

								log("Check	state	of	"	+	cluster_node)

								/*	get	host	state	from	node	*/

								var	host	=	get_host(cluster_node)

								/*	wenn	der	Host	kritisch	ist	zählen	wir	den	Fehlerwert	hoch

											und	speichern	den	kritischen	Host	in	einer	Variable	*/

								if	(host.state_raw	!=	0	&&	host.state_raw	!=	1)	{

										log(cluster_node	+	"	failed")

										host_failed	+=	[	cluster_node	]

								}

				}

				if	(len(host_failed)	>=	number(macro("$cluster_critical$")))	{

								cmd	+=	[	"2",	"Cluster	ist	in	einem	kritischen	Zustand.	Kritische	Hosts:	"	+	host_failed.join(",")	]

				}	else	{

								if	(len(host_failed)	>=	1)	{

										cmd	+=	[	"0",	"Cluster	hat	Probleme.	Kritische	Hosts:	"	+	host_failed.join(",")	]

								}	else	{

										cmd	+=	[0,	"Cluster	ist	OK"]

								}

				}

				return	cmd

		}}

}

object	Host	"node1"	{

		import	"generic-host"
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/**

	*	define	customerenvs	-	projectname,	customername,	customerdomainpart

	*/

vars.custenvs.swisslitest01	=	{	customername	=	"customer	swissli",	domainpart	=	"swissli-test"	}

vars.custenvs.gipfelitest01	=	{	customername	=	"customer	gipfeli",	domainpart	=	"gipfli-test"	}

vars.custenvs.schwingerlitest01	=	{	customername	=	"customer	schwingerli",	domainpart	=	"schwingerli-test"	}

for	(custenv_name	=>	config	in	vars.custenvs)	{

		object	Service	"shibboleth-http-external"	use(custenv_name,	config){

		vars	+=	config

				import	"remote-service"

				display_name	=	"Shibboleth	HTTP	service	(external)"

				check_command	=	"http"

				vars.http_address	=	"idp."	+	vars.domainpart	+	".external.ch"

				vars.http_vhost	=	"idp."	+	vars.domainpart	+	".external.ch"

				vars.http_port	=	"443"

				vars.http_ssl	=	"true"

				vars.http_uri	=	"/idp/"

				vars.http_expect	=	"HTTP/1.1	200"

				host_name	=	custenv_name	+	"-app09-shibidp01.int.net"

				check_interval	=	15m

				retry_interval	=	5m

		}

}

	


