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OpenNebula -
Martin Altke .

Stuttgart

<ma@exampled2.com>




Martin Altke

= Puppet Nerd
» [reelancer
. Automation Enthusiast

® keln Berater !




E-POGT

x 2500 VM’s

= mehrere
Virtualisierungslosungen
(OpenVZ, MGP, KVM
libvirt)

x ynterschiedliche

Losungen fur Dev und
Ops




Agenda

x OpenNebula
x Backends

x Aufbau

= Komponenten

x \Norkilow

x Management (GUI/CLI/Puppet)



OpenNebula

» Furopaische Cloud Losung
(Forschungsprojekt Uni
Madrid 2005)

® /entraler Steuerungshost
fur alle Komponenten
(Storage, Netzwerk,
Virtualisierer, VMSs)




OpenNebula

OpenNebula.org

Collaborate

Large-scale production
deployment: 16,000 VMs

Tech Days

5,000 OpenNebula —
down/month

vz Conf

O--0—O0—O0—0—0—0—0—0

2005

2011 2012 2013 , 2014

2008 L2009 2010

Very large-scale
production deployment:

Research
Project

200,000 VMs (10 zones)

Hybrid cloud partners
SOF TLAY=R

|




OpenNebula

x cine Komponente (OpenNebula Management Host)
® kein Kunden/Tenant System
x User + Gruppen + Berechtigungen + Quota

x private Cloud + Cloud Bursting



OpenNebula

x Management von
Virtualisierern

®x Management von
Netzwerk Interfaces

®x Management von VM'’s




OpenNebula

Datastores
(SA'N/NAS)

Service
Network

WS OpenNebula
front-end




Backends

» Netzwerk
®x Storage
= \irtualisierung

® |mage




Netzwerk Backends

x 302.10

® eptables / iptables

= OvVSwiItch i Interface ' Interface

| eridgal) | Bridgel)
x dummy (NAT) N R . T




Storage Backends

x | okaler Storage
x NES
= Ceph

. Gluster
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ISCSI (Community Plugin)



Storage Backends - Lokal

mmm OpenNebula front-end

/vallib/one/datastores

Lo

—2/
—9/

A
74

Stopped VMs

Running VMs

Hosts

$DATASTORE_LOCATION/ ‘

0/ Local
7 Storage

—12/

$DATASTORE_LOCATION/

l—O/ Local

~

Ty Storage

— 24/
— 35/




Storage Backends - Shared

Hosts

System Datastore —3
SDATASTORE LOCATION/

I—0/

7/
21/
SAN/NAS 35/

—
SDATASTORE_LOCATION/

—
OpenNebula I_O/

front-end —T7
—21/

— 35/




Storage Backends - LVM

Frontend - ONED

/var/lib/one/datastores/1
2l1af5d0ealcdaf006... ‘
3c2£394e248137813. .. datastores/1 | datastores/1
776685c9%eeecal9B864... = ..o | == «..
Tbab887ff6c528587... | -— 3¢c2£394. .= | -— 3c2£394. ..
aS7bb8828£8312077... |—— ... ==
aeddl3730cb7e0alb...
eb26b9%627b9£42280...




Virt Backends

x KVM

x \/Mware

®x Xen
= Azure

®x Public Clouds (AWS/Rackspace/...)



Image Backendads

x | VM

= QCcowZ2/raw

= Ceph



Aufbau

= Planung

x Cluster

x Storage

. OQver Commitment



Aufbau - Cluster

x [rennung und Gruppierung von Virtualisieren
® \ertellung nach Kriterien:

x Anzahl von VM’s

x | ast

® |ndividuelle User Berechtigungen



Aufbau - Cluster

Web Development Human Resources Big Data Analysis

| i 2

Public Clouds DC West Coast DC Europe



Aufbau - Storage

x | okale Storage - VM Images mussen via SSH kopiert
werden

x Shared Image Storage - VM Images werden lokal
kopiert (cp)

x Shared OpenNebula Installation - VM Images werden
gelinkt (In -s)



Aufbau - Overcommitment

x RAM Over Commitment
x penotigt KSM

x bendtigt eine Code Anderung in OpenNebula
(reserved RAM)

x CPU Over Commitment

x VCPU Im Template



Komponenten

x Management Node

x \/Irtualisierer




Komponenten - Ubersicht

OpenNebula core

Monitoring Storage Network

e SSH-pull * DFS like Lustre, e 802.1Q VLANS

« UDP-push GlusterFS, ZFS, « ebtable
GPFS, MooseFS... e Open vSwitch
LVM « VMware network
VMware (VMFS)

Database

Virtualization Hybrid Auth « sqlite
 Xen e Amazon EC2 password, * mysql
« KVM ssh

« VMware X509
Ldap

Active Directory




Komponenten - Mgmtnode

x Opennebula (notwendig)

®x Apache + Passenger (sunstone web gui - optional)
= \/NC Proxy (optional)

x MySQL DB (notwendig - sglite fur Tests)

®x User: oneadmin + ssh key (notwendig)



Komponenten - Virtualisierer

x |ibvirtd
® User: oneadmin + authorized key file
® sudoers (bridgectl, ...)

® policykit (RH) /7 User Berechtigungen fur /dev/gemu
(Debian)



Worktlow

x Netzwerk

= |mage

» Kontextualisierung
® [emplate

x VM

x HOOKS

WO0J'9VI6 VIA



Worktlow - Netzwerk

x 302.19

x cptables

= Open vswitch

= dummy (nat)




Workflow - Image

®x Muss vorab angefertigt (packer) oder vom Marketplace
geladen werden

x Braucht one-context Package oder cloud-init (vO.7.3
oder neuer)

® Hinwels: Image erst auf Management Node kopieren



Workflow -
Kontextualisierungd

x  Anpassungen des Images (hostname, Netzwerk
Konfiguration, ssh pub key, ...

x Kann durch eigene Skripte erweitert werden

x /M erhalt eine CD-BROM mit den Kontext Informationen



Workflow -
Kontextualisierungd

# Context variables generated by OpenNebula
DISK_|D="1"

ETHO DNS='10.175.4.11"

ETHO GATEWAY='10.175.16.1'

ETHO IP='10.175.24.1°

ETHO MASK='255.255.240.0"

ETHO NETWORK='10.175.16.0"

FILES DS='/var/lib/one/datastores/2/
ef48a35be2d8723efr 7881 75beb087eb:'\'init.sh'\""
HOS TNAME="martin. xxxxxxxxx'
NETWORK="YES'

TARGET="hdb'




Workflow -
Kontextualisierungd

Virtual Machine




Workflow - lemplate

®x Zusammenfassung von Netzwerk, CPU, RAM und
Image

®x Hardware Spezifika (z.B. ACPID, Architektur)

= Dient als Vorlage tur VM



Worktlow - VIV

® VM wird auf Basis eines Templates initialisiert



Workflow - Hooks

= Hooks werden bei bestimmten VM Stati ausgefuhrt
(Prolog, Boot, Running; ...)

x DNS (nsupdate), Puppet Zertifikatsmanagement,
PuppetDB remove

®  Anmelden einer VM an einem Dritt-System



Workflow - Hooks

#!/bin/bash
# halBliches Bash Script

set -e

NAME=onevm show $1 | grep HOSTNAME | cut -d '"' -f2
DOMAIN="echo $SNAME | cut -d ".' -f2-

curl -k -X DELETE -H "Accept: pson” https://puppet.
FDOMAIN:8140/production/certificate status/SNAME




GUI / CL

. Sunstone Webinterface

x CL|tools

MR GROENWG

x XMLRPC Interface

TRIINDY
v < 4

® Puppet

s Y
ROBOT




GUI / GL

x GUI
x Sunstone Web Interface

= Anbindung an LDAP moglich

x \erwendet ebentalls eine Token Datel



GUI / CLI

OpenNebula

Sunstone

#& Dashboard 4 Vi 1 ()4()(18
Of Syste

.‘."T,.a Lesources




GUI / CLI

OpenNebula

Sunstone

Cluster Allocated CPU Allocated MEM Status
BISS-Cluster 14 1400 / 2400 (58%) 76GB / 70.8GE (107%) ON
BISS-Cluster 26 700 7 2400 (29%) 60GB / 70.8GB (B5%) ON

3ISS-Cluster 700 / 2400 (29%) 82.5GB / 126GB (65%) UPDATE

BISS-Cluster 13 600 7 2400 (25%) 46GB / 12668 (37%) ON

Allocate ' (€3 ptal Allocate ad




GUI / CLI

& Virtual Machines
OpenNebula

Sunstone

Status
RUNNING rv-219.0 _ 10.175.24.8

oneadmin oneadmin jenkins-build-0 RUNNING
oneadmin oneadmin jenkins-build-02 RUNNING

oneadmin oneadmin  jenkins-build-03 RUNNING

g
oneadmin oneadmin dashboard-01. s lllEEE RUNNING

r
OU

ite »

Information

Virtual Machine - martin. sl Permissions:

1D 24 Owner

Name marun - Group

State ACTIVE Other

LCM State RUNNING Ownership

Host 2!'4*.1'1:‘.'- Owner malfke
Start time 6:30:02 08/16/2013 Group users
Deploy ID

Reschedule Tags

FOOBAR
ERROR ! 23:10:25 2013 : Error deploying




GUI / GL

x CLI

x User braucht eine Token Datel ~/.one/one_auth

x \/erschiedene Kommandos (one’)



GUI / GL

onehost list
nehost show <id>
onehost create <fgdn> -1 <im> -v. <vm> -n <net>

@)

onehost create one-virt - kvm -v gemu -n dummy



GUI / CLI - XMLRPG

#! /usr/bin/python
# based on script of Chris Usher June 2009
# import xmirpclio re hashlib

server = 'http://<opennebula>:2633/RPC2’
user = "oneadmin”

password = "<password>"

one_auth = {0}:{1}".format(user, password)

def getVMInfo(id):
response = xmirpclib.ServerProxy(server).one.vm.info(one_auth,id)
return response|1]

print getVMInfo(24)



GUI / CLI - Puppet

onehost { ‘<fgdn>":
ensure => present,
Im_mad => ‘kvm’,
vim_mad => ‘kvm’,
vn_mad => ‘vlan’, # <— 802.19

)

onevm { ‘<vm_name>’;
ensure => present,
tempate => ‘<template_name>’,

}
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Martin Altke



