






















Risiko-Klassifikation-Matrix
Die Risiko-Matrix definiert die Risikoklasse, die aus der Kombination  bestimmter Wahrscheinlichkeits- und Schadensklassen für Schadensereignisse resultiert.

A B C D E F Klasse
katastrophal großer Schaden mittlerer Schaden kleiner Schaden unbedeutend vernachlässigbar Umschreibung

30.000.000     10.000.000     1.000.000       100.000          10.000            10                   

- finanzieller 
Schaden in 
EUR

z.B. Verlust von 
Großkunden

z.B. 
Gewinnausfall, 
Strateg. Planung

z.B. Image-
Schädigung

z.B.Betriebsstörg. 
Verärgerung von 
Kunden

z.B. kleinere 
Produktions-
störungen

- Schädigung 
eigener 
Interessen

z.B. Verurteilung 
wegen grober 
Fahrlässigkeit

z.B. Verurteilung 
wegen einfacher 
Fahrlässigkeit

- Pflicht-
verletzungen

K
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Umschreibung Kriterien

z.B. Verrat von 
Geheimnissen der 
Vertragspartner

z.B. massive 
Datenschutz-
verletzungen

z.B. vereinzelte 
Datenschutz-
verletzungen

- Schädigung 
Dritter

a unvermeidbar tritt sicher ein

� � � � � �� � � � � � � � � �� � � � � � � � � �� � � � � � � � � � � � � �

extremes Risiko kleines Risiko

b äußerst häufig alle paar Tage

� � � � � �� � � � � � � � � �� � � �

extremes Risiko extremes Risiko großes Risiko minimales Risiko

c sehr häufig monatlich

� � � � � �� � � �

extremes Risiko großes Risiko großes Risiko mittleres Risiko kein Risiko

d häufig jährlich

� � � � � �� � � �

extremes Risiko großes Risiko mittleres Risiko kleines Risiko kein Risiko

e selten alle 10 Jahre

� � � � � �� � � �

großes Risiko mittleres Risiko kleines Risiko minimales Risiko kein Risiko

f sehr selten alle 100 Jahre großes Risiko mittleres Risiko kleines Risiko minimales Risiko kein Risiko kein Risiko

g äußerst selten alle 1000 Jahre mittleres Risiko kleines Risiko minimales Risiko kein Risiko kein Risiko kein Risiko
h eher unmöglich nach Experten-

meinung
kleines Risiko minimales Risiko kein Risiko kein Risiko kein Risiko kein Risiko

i praktisch unmöglich nach allgem. 
Expertenmeing

unvermeidliches 
Restrisiko

unvermeidliches 
Restrisiko

kein Risiko kein Risiko kein Risiko kein Risiko

k absolut unmögliches Ereignis kein Risiko kein Risiko kein Risiko kein Risiko kein Risiko kein Risiko

Schadensklassen für Schadensereignisse

Kriterien der 
Schadens-
kategorien

Häufigkeits-
klassen für  
Schadenereignisse



Widerstand-Klassifikation-Matrix
Die Widerstandswert-Matrix definiert die Wahrscheinlichkeit, mit der ein bestimmtes Schutzniveau von einem bestimmten Angreifertyp überwunden werden kann.

A B C D F Klasse
Innentäter Externe Profis Cyber-Terroristen klass. Hacker Cyber-Punks Benennung

von innen, 
weitreichende 
Zugangsrechte

koordiniert von 
innen und außen

eher von außen eher von außen von außen - Angriffs-
position

eher wenig 
Aufwand und 
Ausrüstung

großes Budget, 
erstklassige 
Ausrüstung

erheblicher 
Aufwand und gute 
Ausrüstung

eher geringer 
Aufwand bei guter 
Ausrüstung

gering: vorhandene 
Angriffswerkzeuge

- Ressourcen

technisch oder 
fachlich sehr gute 
Detailkenntnisse

technisch und 
fachlich sehr gut

technisch gut bis 
sehr gut

technisch gut bis 
sehr gut

technisch gering - Qualifikation

K
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e

Bezeichnung
Lebensdauer 
(in Tagen)

Vorteil, Sabotage, 
risikobewußt, evtl. 
irrational

Spionage, evtl. 
Sabotage, rational 
+ risikobewußt

Sabotage/Publicity 
irrational, 
risikobereit

eher risikoscheu 
und rational

eher irrational, nicht 
risikobewußt 
"Fame+Fun"

- Angriffs-
motivation

a ungesichert 300000 unvermeidbar unvermeidbar unvermeidbar unvermeidbar äußerst häufig

b Lieferzustand 300000 unvermeidbar unvermeidbar unvermeidbar unvermeidbar sehr häufig

c einmalig gehärtet 300000 äußerst häufig unvermeidbar unvermeidbar sehr häufig sehr häufig

d regelmäßig gehärtet 180 häufig äußerst häufig sehr häufig häufig selten

e Grundschutz 90 selten sehr häufig häufig selten sehr selten
f hochsicher 180 sehr selten häufig selten sehr selten äußerst selten
g Reviewed 360 äußerst selten häufig sehr selten sehr selten äußerst selten
h State of the Art 180 äußerst selten selten äußerst selten äußerst selten eher unmöglich
i Redundat State-o/t-Art 360 eher unmöglich sehr selten eher unmöglich eher unmöglich praktisch unmöglich

Kriterien 
der Angriffs-
kategorien

Schutzniveau

Angreifertyp



Risk Assessment Table Scenario 3: IPsec-secured VoIP System with SW-Terminals
The risk assessment table opposes business view threats to technical view threats.
Technical view threats have to be attributed with a frequency class as an estimate of their probability.
Business view threats are to be attributed with a damage class. These fields needing manual entry are marked in blue and italic.
Arbitrary marks (e.g.'x' or rationales) at the intersections of the table indicate which technical threats induce which business threats.
The mechanics of the spread sheet calculate on the basis of this input the total risks of the scenario and each business and technical threat.

Business View Technical View

Risk Summary
medium risk medium risk Risk Indicators: class based

major risk major risk Risk Indicators: product based

no risk minor risk medium risk medium risk minor risk no risk minor risk minor risk Risk Aggregation
D B B D C D C B Damage Aggregation

Threat g g f d f g f g Frequency Estimate Class

Class Rationale Frequency Estimate Rationale
Class Prod. Class

Image loss medium risk d D any security 
incidence impairs 

image

any security 
incidence impairs 

image

any security 
incidence impairs 

image

any security 
incidence impairs 

image

any security 
incidence impairs 

image

any security 
incidence impairs 

image

x

Loss of numerous 
customers

minute risk g C x

Loss of single 
customers

minute risk f D x x x x

Reduced profit by weak 
negotiation position

medium risk f B x x x

Abuse of telephone 
connectivity

no risk g D x

Significant problems to 
call in (unavailability)

no risk g D x

Minor production 
impairments

minor risk d E x x x

Medium production 
impairments

no risk g D x

Major production 
impairments

minor risk f C x x

Extended production 
impairments

minor risk g B x

...
Violation of 
communication privacy

minute risk g C x

Isolated violation of 
private secrets

no risk g D x x

Extended violation of 
private secrets

minor risk f C x x x x

Violation of business 
secrets of customers

minute risk f D x x x x x

Negligence of risk 
management

no risk i B

Violation of crypto-
regulations

minor risk f C to be verified, 
especially if LAN 
use is regulated

...

...

...

Threat

Insufficiency 
of security 
precautions

interception 
of LAN traffic 
via VoIP 
components

impairment 
of LAN traffic 
by VoIP 
components

VoIP system 
as avenue of  
attack versus 
IT infrastruct. 

diversion of 
incoming or 
outgoing 
calls

possible prosecution 
depending on local law

as an interpolation 
(extended either in time or 
scope)
by definition (extented in 
time and scope): B
according review 
by definition (complete and 
long term failure): A
according review 

by definition

no business secrets of 
customers kept?

by definition

by definition:C
with proper security 
precautions and PR-

Freq. 
Aggre
gatio

Risk Aggregation

Indicators

Risk Summary

Damage Estimate

by definition: A
according review irrelevant

reduced extent of 
disastrous event

will happen, tools 
available

will happen, tools 
available

the residual risk 
always present

needs real 
criminal energy

backdoors, SW 
weaknesses

config error, 
bandwidth hog

LAN-only use 
rarely detected

by definition (limited in time 
and scope)

Use of crypto-
technology, 
e.g. IPsec

systematic 
interception 
of VoIP traffic 
within LAN

gross neglicence of 
management obligations

isolated 
interception 
of VoIP traffic 
within LAN

backdoors, SW 
weaknesses

while possibly not really 
impairing production 
definitely a minor problem

can generate significant 
costs

by definition (disclosure of 
business secrets and 
pricing information)

possible prosecution 
depending on local law



Risk Assessment Table Scenario 5: Classic Telephony System
The risk assessment table opposes business view threats to technical view threats.
Technical view threats have to be attributed with a frequency class as an estimate of their probability.
Business view threats are to be attributed with a damage class. These fields needing manual entry are marked in blue and italic.
Arbitrary marks (e.g.'x' or rationales) at the intersections of the table indicate which technical threats induce which business threats.
The mechanics of the spread sheet calculate on the basis of this input the total risks of the scenario and each business and technical threat.

Business View Technical View

Risk Summary
extreme risk extreme risk Risk Indicators: class based
extreme risk extreme risk Risk Indicators: product based

major risk extreme risk no risk no risk no risk medium risk no risk minor risk Risk Aggregation
C B B D C D F B Damage Aggregation

Threat c d i i i d i g Frequency Estimate Class

Class Rationale Frequency Estimate Rationale
Class Prod. Class

Image loss major risk c D any security 
incidence impairs 

image

any security 
incidence impairs 

image

any security 
incidence impairs 

image

any security 
incidence impairs 

image

any security 
incidence impairs 

image

any security 
incidence impairs 

image

any security 
incidence impairs 

image
Loss of numerous 
customers

minute risk g C x

Loss of single 
customers

medium risk d D x x x x

Reduced profit by weak 
negotiation position

extreme risk d B x x x

Abuse of telephone 
connectivity

no risk g D x

Significant problems to 
call in (unavailability)

medium risk d D x x

Minor production 
impairments

minor risk d E x x

Medium production 
impairments

no risk g D x x

Major production 
impairments

minute risk g C x x

Extended production 
impairments

minor risk g B x

...
Violation of 
communication privacy

major risk c C x x x

Isolated violation of 
private secrets

major risk c D x x

Extended violation of 
private secrets

major risk d C x x x x

Violation of business 
secrets of customers

major risk c D x x x x x

Negligence of risk 
management

no risk i B

Violation of crypto-
regulations

no risk i C

...

...

...

by definition (limited in time 
and scope)

Use of crypto-
technology, 
e.g. IPsec

systematic 
interception 
of telephony

gross neglicence of 
management obligations

isolated 
interception 
of telephony

backdoors, SW 
weaknesses

while possibly not really 
impairing production 
definitely a minor problem

can generate significant 
costs

by definition (disclosure of 
business secrets and 
pricing information)

possible prosecution 
depending on local law

the residual risk 
always present

needs real 
criminal energy

backdoors, SW 
weaknesses

config error, 
bandwidth hog

LAN-only use 
rarely detected

by definition: A
according review irrelevant

reduced extent of 
disastrous event

will happen, tools 
available

will happen, tools 
available

by definition C, 
classical telephony is 
generally accepted

Freq. 
Aggre
gation

Risk Aggregation

Indicators

Risk Summary

Damage Estimate

possible prosecution 
depending on local law

as an interpolation 
(extended either in time or 
scope)
by definition (extented in 
time and scope): B
according review irrelevant: 
by definition (complete and 
long term failure): A
according review irrelevant: 

by definition

no business secrets of 
customers kept?

by definition

interception 
of LAN traffic 
via VoIP 
components

impairment of 
LAN traffic by 
VoIP 
components

VoIP system 
as avenue of  
attack versus 
IT infrastruct. 

diversion of 
incoming or 
outgoing 
calls Threat

Insufficiency 
of security 
precautions


