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IBM e-business Infrastructure Software

WebSphere [l DB2 N T T-JRNN Tivoli

Transformation Leveraging Leveraging Managing
& Integration Information Know-How Technology

Enabling Integrated Enabling the End-to-End
Integrated Information Minds of e-business
e-business Infrastructure e-business Infrastructure

Management

Online Relational Messaging Integrated
Transaction Database and Enterprise
Systems Collaboration Management
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Tivoli Areas of Focus

Performance &

ST Availability

|dentity, Access Business Impact
and Privacy Management
Management

Event,
Threat Correlation,
Vanagement Autemation and
Vieniterng

Configuration
& Operations

Change and
Configuration
Management

Job Scheduling

Infrastructure Services
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High Level Architecture

Confia & Performance
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P Availability
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Physical Architecture

Tivoli Management Region (TMR)

Tivoli M anagement Server Inter-
TR Region TR
ommunication
Tivoli Management Gateway ' '
' ‘TMG ' ‘TMG
i\ f\
/‘/ ’ //}1 : /‘/‘ ‘ /A<
% A A ~
‘T ivoli Management Agents ’ | ’ ’
\ TMA : TMA

Organisation - Scalability - Geography - Security - Networking
Central and/or Distributed Management Design
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Platform Strategy
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Based on Market Direction — Customers / Analysts

Reducing ,Managing Platforms* towards
*UNIX (AIX, HP-UX, Solaris)
L INUX (including /390)
‘Windows
*Keep Broad Support for ,Managed Platforms*
«Strong IBM Focus on Linux

*Tivolli Support
».Managing & Managed' Platform Support
*Strong Demand for Linux on zSeries (/390)
*Red Hat, SUSE, TurboLinux
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Configurations & Operations

Performance & Configuration

SEOILI Availability & Operations

Storage

Identity, Access Business Impict Change and Data and Resource
and Privacy Managemer t Configuration Management
Management Management

Event,
Threat Correlation, : Data
Vanagement Autemation and Job. Scheduling Vanagement
Vieniterng

Infrastructure Services
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Configurations Management
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Preparation Site

Source Host

Package
&
Test

Devices (PalmOs, WIinCE, Nokia Communicator, NetVista IAD (Neutrino + Linux OS)
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Configurations Management

Cross Platform Scanning Technology

tegration of Network Data «Server and Desktops (Mobile)
*Element Manager Device Information eHardware and Software
*Router, Hubs, Switches «DMI Scanner
*CISCO Works / *User Info
*IBM Nways eCustom Scanner

*Nortel Optivity
*3Com Transcend

L everage NetView
*|[nterfaces

Scalable Collection Service

«Segments Common Open Define when to return data
Nodes Relational Repository «Staged data transport
\ «Asynchronous
/ *Adjust to Bandwitdh
Integration with other Disciplines \
-Software Management Data Analysis & Reporting
*Change, Asset, Problem *Predefined Queries & Reports
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Performance & Availability

Security

|dentity, Access
and Privac/
Managemer t

Threat
Vianagement

Performance & Configuration
Availability & Operations

Business Impact Change and
Management Configuration
Management

Event,
Correlation,
Automation and ‘

Job Scheduling

Vieniterng

Infrastructure Services
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Performance & Availability

Business Impact Management

Line of business views, cross discipline analysis,
predict, optimize, analyze, account, report

Monitor Networks, Systems, Applications,

Transactions and User Experience
Collect metrics, local analysis,
persistence, automation, root cause, filter,
concentrate, probes, user simulation

integrated management system

Rapid time-to-value through atightly
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Monitoring Focuses on One Server at a Time

Combined monitoring of: - )
— Hardware 9 9 — = ¢

— Operating System
— Middleware Databases
— Applications

Local correlation and diagnosis at the
server level

Take action to cure problems when
possible

Notify other systems or
administrators

Distributed
Databases

T FIREWALL

Application
Servers

Monitor Systems and | —2
Applications
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Monitoring Architecture

Critical path

Recovery \

Paging

Available Memory ¢ Avail?gle Caéoacityﬂ
otal Memo Total SwapSpace
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orking Set @
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Monitoring Architecture
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Transaction Monitoring

e Problems to be solved

Transaction Measurement in Web and Enterprise Applications
Focus on the Enduser Experience

What is my customers response time?

Are my key transactions available?

What is my backend service time?

How long did the page take to render?

How fast is my site traffic growing?

* Monitoring for Transaction Performance ARM AP

 Enterprise Application Performance Monitor
* Quality of Service Monitor

Application Code TAPM Agent

arm_init

arm_getid

arm_start - @ T |

—_ response

do user's work time
G

» Synthetic Transaction Investigator (Simulation)

Application
Transaction

arm_stop -

arm_end
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Transaction Monitoring —
Quality-of -Service in ' Web -Environments

Internet
Enterprise
*Reports
*Events
/
(C 2% J
8 Med A " u{"-"’u J = < =
____ @ QoS Server o
: : (i Monitor (i
=V
TS 4 Server

1. User initiates a transaction from a browser
2. Transaction flows through backend (TS2 — TS1)
3. Client time measured via Javascript (TS4 — TS3)
4. Results sent to QoS/Server Component where T5 is observed :
TS5 — TS1 = Round Trip Time
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Event Correlation Focuses on Multiple
Resources

* Receive and correlate events from
multiple networks and systems

* Problem signatures are used to
determine root cause

« Automate corrective actions Databases

* Notify other systems or
administrators when necessary

» Delivery of Event
Adapters

Host
Systems

FIREWALL

Browsers

-

Web/Edge
Servers

Monitor Systems and
Applications
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Event Correlation Example

Monitoring
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Business Impact Management

» Proactively determine the
iImpact of events on the
business

* View how business processes
span the physical environment

» Verify end user service levels
* Analyze historical data and
predict future service levels gg

Distributed
Databases

Databases

| e |
Monitor Systems and Application
Applications Servers
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Reporting - Tivoli Warehouse H

Customers / Partners Business Intelligence Front End

Service Level Management

3rd Party
Applications
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Performance & Availability —
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Storage

Security

|dentity, Access
and Privacy
Management

Threat
Vianagement

Performance &
Availability

Business Impact
Management

Event,
Correlation,
Automation and
Vieniterng

Configuration
& Operations

Change and
Configuratior
Management

Job Scheduling

Infrastructure Services
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Storage Management Solutions
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|II|
i
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-Storage I\/Ianagement
*Backup, Archive, Space Management, Disaster Recovery

eStorage Resource Management
«Systems Management of Storage Networks
«Capacity, Asset, Availability, Event, Performance Management
*Network Discovery
LUN Management (Host to LUN Mapping)
*Policy Based File System Automation

*SAN File Sharing

Moving Big Files Fast over the SAN
*Sharing SAN Storage Devices in SAN Environments
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Security

Performance &

ST Availability

|dentity, Access
and Privacy
Management

3usiness Impact
Management

Threat
Vianagement

Automation and

Event,
Correlation,
I Vieniterng

Configuration
& Operations

Change and
Configuration
Management

Job Scheduling

Infrastructure Services
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Threat Management

Tivoli Risk Manager
Web Server
with
WebIDS

Web Server
with
N WebIDS

Multiple diverse,
yet complimentary
IDS Sensors
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Threat Management in Action B

a E: tivoli' TEC Console’ tivolittec_temp0.html - Microsoft Internet Explorer > - |EI|5|
__': S e TN R o8 M BTIRTE e | File  Edit Yiew Favorites  Toolks  Help i
File Edit Options Selected Al o0 ~ = - @ @ il | @Search (3] Favorites @Media @ | %v = =
Address @ Editivalt TEC Consaled, bivaliikec_temp, html ﬂ 'f'J‘)G':'
ﬁﬂﬁﬁl‘ e o s :
rm_ EeylStr "Webk Attack'
. + Time Recepsad v Key? 9142553
17 octobre 2001 22:59:26 .. R
rm_ Eeyaitr trutwel)
rm_Key3 914362214
rm_Key3Str 914362214
rm_Level 5. 20621 2e+000
rm_Levelbfax 4.200000e+001
rm_LevelllaxZev I OE.
IF ULILRTE LU0 ££.049 .8
Fatute | 17 octobre 2007 22582y T eyelhfaxTime Wed Oct 17 11:00:00 2001
17 octobre 2001 22:59:2
17 octobre 2001 22:58:2) 1y Senszorlist [ webids %143 5.53]
FM Eibiatian 17 octobre 2001 22:59:2
17 octobre 2001 22:59:2 [ Thsecure cgt pfdisplay cgl', Thsecure ool pfdispaly cot’, Theecure oo
17 octobre 2001 22:59:2 aghmpse',
i Samice 17 octobre 2001 2255952 Tnsecure cgl infogate’, Tnsecure cgl info 2w, Tnsecure cgl htmlscript,
T20elote 2000 270 Tnzecure cg faxsurvey', Tnsecure cgt bash', Tnsecure cg lesh', e
17 octobre 2001 22:59: ) . v : o : o o
17 et . Sighatiureldst Tnzecure coi tosh', Tnsecure cgl csh', Thsecure ool sh',
o R e octobre 2001 22:59:1 ; i i = S :
17 oetabre 2001 22:59:1 Tnsecure cgi tel', Tnsecure oot perl’, Tnsecure cg displayopenedfle cfin',
17 artabes 001 27-50:1 Tnsecure cg openﬁle chin', Tnsecure cgi expreale.cim', Tnsecure cp
S winmsdp. exe’, o
Tnzecure cg codebms.asp', Tnsecure cg wewcode. asp']
--------------------------------- |ﬂ"n Titneatart |I-‘|-RFF'|‘“ Ciet 17 17-N1-27 2001 LI
Pl |@ Done I_ ’_ I_ |@ My Computer o
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Access Management - Common
Permission Framework - mmmmmy

Tivoli Policy Director PD Server

cliant IS Security Rrotecten
LLayer Resolnce
Web

W N — H NN
w JAAS H Protected
Resource
MQI'API Queued
Interceptor Message

b H UNIX
‘ PD for OS Resources

W CORBA

Interceptor
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Tivoli Policy Director — Secure Web

||||||
|II|
i
1M
..ll
e
|

Access
O[?jec;[)/ACL
; atabase
Bolicy - WebSphere
Manager RUser | Application
egistry il
(LDAP) Hd Server
I HTTP(s) HTTP(S
WebSEAL WebLogic
Browser
WebSEAL passes to application: v % MS I1S
»Nothing
»Credentials from Lock Box
»User & group info (iv_user/iv_groups) @ iPlanet
»EPAC (iv_creds “Dossier”)

»LTPA Cookie (WebSphere/Domino)
» Supplemental user information (Tag-value)
» Entitlements information (PD_Portal)
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Securing UNIX Operating Systems

Policy Director

Tivoli
Policy Director
for Operating

Systems Credential
PDOS Cache

Processes Replicated

Policy DB
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ldentity Management

> System/Application

Business

Logic

Create, Delete, &

‘ Modify User Info

Employees

Customers
Partners
Suppliers

Reporting
& Auditing

Tivoli
ldentity
Director

Tivoli Tivoli
Policy PD
Director for OS
Web / Java/ UNIX / Linux
Other Security Engine
Resources

Definitions

Resource
Provisioning

Resources

"Er‘

Applications,
Databases

OSINOS's,

Directories

0S/390
(RACF, ACF2**,
Top Secret**)

** through services




Summary

eTivoli is £ 5555 Systems Management Software
*Config & Operations / Performance & Availability / Security / Storage
*Highly Integrated but Modular Approach
*Enterprise Customers (Market Leader)
Small-and-Medium Business
*Cross-Platform vs. Multi-Platform Approach
*Proven Scalability
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